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Presentation Objectives

A Explain what LoTW is.
A Who uses LoTW?

A How much does it cost?
A Why use it?

A How to get started.

A How to use it.

A My Results.



What Is 1t?
What Is It not?



What is Logbook of The World?

ARRL's Logbook of the World (LoTW) system is a repository of log records submitted by
users from around the world. When both participants in a QS0 submit matching QSO
records to LoTW, the result is a QSL that can be used for ARRL award credit.

Logbook of the World can accommodate every possible user scenario. It makes no
difference if you operate from home, portable, mobile, maritime, DXpedition or

whatever, LoTW can be setup to properly process your logs and match QSOs for all of
your operations.

To minimize the chance of fraudulent submissions to LoTW, all QS0 records must be
digitally signed using a digital certificate obtained from ARRL. Obtaining such a
certificate requires verification of the licensee's identity either through mail verification
(US) or inspection by ARRL of required documentation (non-US).

Software developed by ARRL can be used to convert a log file (in ADIF or Cabrillo file
format) into a file of digitally signed QSO data, ready for submission to LoTW.

LoTW began operation on September 15, 2003.



What Logbook is not.

Logbook of the World is not a backup or on-line storage of your logs. Computer failures
can and will happen so safeguards must be taken to protect important data. LoTW
users should be in the habit of backing up important files to external media for
safekeeping.

Logbook of the World does not replace paper QSL cards. Many hams you enjoy
swapping and collecting colorful QSL cards and are encouraged to go on with this time
honored tradition in addition to using LoTW. Using LoTW saves QSL card collectors the
hassle of sending cherished mementos to ARRL HQ for verification.

Creating a LoTW account is easy and it's FREE!



Who uses It?

A 27,799 individuals or organizations and
me, W200

A Currently 230,878,741 QSO records are
stored

A42,276 unigqgue call si
represented

A21, 984, 766 QSLOs have



How much does it cost?

A LoTW costs absolutely nothing unless an
award application is submitted

A You DO NOT need to be a member of
ARRL to use LoTW



Why use It?

A Individual amusement

A He
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p your fellow ham
nly for DXCC, 5 Band DXCC, DX Honor

|, DX Challenge and/or WAS awards
nlications filed on line reduce turn

around ti1 me and t he 7

A Application cost is approximately the same
as a nNnpapero applicat



Some tips

A Your mailing address registered with the FCC must be
accurate!

A Getting Started and using LoTW will seem tedious at first

A You should be at least familiar with using a computer on
the internet to start

A While manual entry of log data is possible it is
Impractical

A Use of computer logging software makes the task much
easier.

A Patience in the beginning is essentiall!!
A Browse to http://www.arrl.org/lotw/



Setting Up A NEW LoTW Account

Before beginning to install Logbook of The World it is highly recommended that you
create a folder on your desktop for all of your LoTW files.

We assume that you have basic computer skills and a working knowledge of your
operating system.

The basic steps of creating your LoTW account are:
e Download the software

Create a certificate request

Upload the request

Authenticate your request

Load the certificate

Back-up the certificate



New Users
begin here.

tw GET STARTED




LoTW - Getting_ﬁtarted
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Four easy steps.

1: Download the
instructions

Download Software

Upload the certificate
request

Upload your postcard
password

Instructions are available in several languages



A In order for the LoTW to be as secure as currently
feasible, a digitally signed certificate from the ARRL Is
required

A This certificate is similar to the certificate used by most
software providers to verify their validity and integrity
(windows tells you when ther

A Obtaining this certificate requires verification of your
license and identity through mail verification in the USA

A Downloading the LoTW software and requesting
verification and a pass word is the first step

A Once you receive the verification postcard from ARRL
you may log in and create the essential certificate, back
It up on your computer and send it to ARRL for
acceptance



A The certificate will include details of your call sign
Including beginning and ending validity dates if
appropriate and location information.

A Eventually you will need to create different certificates for
each call sign for which you want to upload logs

A For example, | have certificates for WN4ATJ, WA4ATJ,
W200 and W200/M.

ASome fiopsd do not do this pr
of At hemo!

A You may change your pass word anytime



Part One — Download Trusted QSL Software

1. Go to http://mwww.arrl.org/lotw/#download for the free download. When you select
the download for your operating system (Windows, Mac or Linux) you will be
redirected to the Source Forge site where the program will be downloaded. If the
program does not automatically download select one of the remote site options
on the page. The Trusted QSL (TQSL) software should install itself.

** TQSL contains 2 programs ***

Teslink TQSL is used to sign your logs so that they can be uploaded to LoTW.

Tasleertink TQSL CERTIFICATES is used to request and manage certificates for your
callsign and any calls that are related to you.

(Club calls require a separate LoTW account. Please see the “special Circumstances”
section at the end of this document.)



Part Two — Requesting Your Certificate

1. Open the TQSL CERT program. Tasicertink

When opening the TQSL CERT for the first time you will get a message saying that
you have no certificates and asks if you would like to request a certificate. Click

YES.

e |[f you inadvertently answered NO to the above question Select FILE > NEW
CERTIFICATE REQUEST...

I tQSL Certificates

File Certificate Help

I Mew Certificate Request, .

Load Certificate File

Preferences...

Exit Alt-¥ R




Generate Certificate Request EI i Generate Certificate Requesk EI
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2. This first box is informational and indicates that the issuer of the certificate is
ARRL. You do not have to do anything. Click NEXT.

3. Enter your CURRENT callsign without any portable identifiers

4. Use the drop down menu to select the DXCC entity that matches your call and
where you were operating.

5. QSO BEGIN date should be the date that this call was first issued.
¢ Do not use today’s date.
¢ Do not use the date you were first licensed.
¢ Do not use your birthday or any other date.
L]

The current DXCC program began in 1945 therefore you cannot enter a
date before 1945.

6. QSO END date should be left open for a license that is current.
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7. Enter your name and address. For U.S licensees this must match your FCC
address. Click NEXT.

8. Enter your e-mail address.

» Make sure that your e-mail provider allows attachments. You will receive
your certificate and website password in an e-mail.



N\
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This next step is optional.
A password is recommended if you use a public computer or
run LoTW/TQSL with a portable computer.

If you lose or forget this password ARRL cannot help you.

To fix a lost private key password, you will need to apply for a
new certificate. Send a note to LoTW-help@arrl.org



Generate Certificate Request i ﬁ]

‘You map pretect your prvate key far this carificate
using a password. Daing 3o is recommended.

Password:

Entzr tha passward anam for verficabion:

|

DO MNOT loss the passwoid you choosel
YYou will be unable 1o usz lhe cettificate
without this password

9. Enter a password if you choose this option.
¢ You may leave this blank for no password.



Generate Certificate Request ﬁl

|' Sign Reguest

* Unsigned
" Signed

tASL Cerlificatas
=-{] American Radio Relay League

10. Make sure that your request is UNSIGNED.
* Because this is your first certificate request your only choice should be
UNSIGNED.

You should now have a TQ5 file saved in your LoTW folder.



You should now have a TQ5 file saved in your LoTW folder.

Bl tQSL Certificates
File Certificate Help

[=7 tQ5L Certificates
=-{] American Radio Relay League

&) N1ZQ - UNITED STATES OF AMERICA

When done correctly your TQSL CERT window should look like this with a slashed
red circle “Do Not Enter” sign, your callsign and your DXCC entity.

Save the TQS5 file where you can find it — the best place is in your LoTW folder.



My TQSL list looks like this.

B tQSL Certificates
File Certificate Help

=11 135L Certificates
[=-{" American Radio Relay League

----- w200 - UNITED STATES OF AMERICA
- w200 - UNITED STATES OF AMERICA
B wiAdAT) - UNITED STATES OF AMERICA,

------ B WN4AT) - UNITED STATES OF AMERICA




CONGRATULATIONS!

You have successfully created a TQb certificate request.
Give yourself a pat on the back and remember where you saved this file.
(Hopefully in your LoTW folder.)



Part Three — Uploading The Certificate Request

1. Go to the ARRL LoTW webpage: http://www.arrl.org/lotw/start.html

Request A Certificate

S (e Uptnad  Wandows it srvet Enploses

LoTW - Getting Started

Click the link from |
the GET STARTED Upload your TQS5 file.

page.

2. Select the link “Upload a certificate request.”



| /> Logbook File Upload - Windows Internet Explorer
G-\:\j - I‘ https:fipik.ami.arglotw)plozd

s 4k 22| - | wrare vahoo! vai - was... E Pragram Fles § ArsLweb: Logbzck cft.., | § Loobock Fle Lk

W THE WORLE

- Logbook File Upload

Here you can upload a cenfficate-request (. TQS) file.

File to Upload:
Uploadfile |

Retum to start page

Copynight 2007 Amercen Radio Rslay League, Inc.
AlRnnt3 Reserven

Use the browse button to locate and select the TQ5 file that you created in the
previous section.

Upload the file.

Sit back and wait for your postcard to arrive in the mail.



Part Four - Entering your Postcard Password

Note! This applies only to USA licensees!

Verify Your Location

Fostcard Password Emtry

LoTW - Getting Started

Click the link from Enter your callsign and
the GET STARTED the postcard password
page. on the LoTW website.

1. Go to the ARRL LoTW Get Started webpage:
http://www _arrl.org/lotw/start. html




2. Select “Enter a password from a postcard.”
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Newington, CT 06111
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3. You guessed it, enter the password exactly as it is on the card. The password is
eight alpha-numeric characters above the address and batch numbers on the
front of your postcard. The password is case sensitive.

4. Your certificate request has now been verified. You will receive your certificate
as an e-mail attachment within three business days. This e-mail will also contain
your password to log onto the LoTW users page and access your account. Your
Log-on ID is your callsign. You can/should change this password after you log-
on.



Part Five — Loading and Saving Your Certificate

1. When you receive your TQE file via e-mail you should be able to double click
the attached file and say YES to open and it will load itself -- or --- you can
save the file to your LoTW folder and use the LOAD CERTIFICATE FILE
feature of the TQSL CERT program.

- File Edit View Insert Format Tools Tat

- A N Il tQSL Certificates

o = File Certificate Help
El MWew Certificate Request. ..

Load Certificate File

Preferences, ..

Exit




2. When correctly loaded, the slashed red circle will turn to a gold ribbon.

Il tO5L Certificates
File Certificate Help

=L Q5L Certificates
=1 {1 American Radio Relay League

) N1Z0 - UNITED STATES OF AMERICA

Il t0SL Certificates
File Certificate Help

= r_—| tASL Certificates
=11 American Radio Felay League

@ N1ZQ - UNITED STATES OF AMERICA

SAVE YOUR CERTIFICATE

The final step is to save the complete certificate as a p12 file to external media such
as a floppy disk, CD, flash drive or memory stick. If you experience PC failure, hard
disk crash, or loss of files you can restore your LoTW certificates by loading your
p12 file into TQSL CERT.

(TQSL CERT > FILE > LOAD CERTIFICATE)



The postcard password and theTQ5 and TQ6 files have performed their respective
tasks and it is not necessary to save any of these items. However you must save
your certificate as a p12 file to be able to recover your complete certificate.

3. To save the complete certificate select CERTIFICATE = SAVE

Be sure to save this p12 to external media. If you save this file to your
computer and the computer crashes you will not be able to recover the
file.

% 04 B tQSL Certificates

3 = File | Certificate Help
=I-{"  Propetties

L -

I

: Delete

Renew Certificate ) STATES OF AMERICA

This completes the certificate process. You may request additional certificates for your
old calls, portable calls or other calls that are associated with you by requesting and
uploading SIGNED certificate requests for each call. See the FAQ under Callsign
Issues.



Special Circumstances

Before requesting any additional certificates you first must have
established your primary LoTW account and have your gold
ribbon certificate.

Club Calls

Clubs must create an UNSIGNED certificate request for the primary club call. This
primary call will receive its own LoTW login and password. Certificates for additional
calls for the same club must have a SIGNED certificate using the primary club call
certificate to sign the request.

If you are no longer able to be the trustee for a club call then the account can be
transferred to another person’s control.



Signing and Uploading Logs

Now that you have your electronic certificate you can now sign and upload your logs to
Logbook of The World. The first step in the signing process is to create a Station
Location. Your station location contains the geographic information about your station.
Information such as zones, grid squares, IOTA numbers and US States and Counties
are included in your station location.

1. Open TQSL Taskink

2. Select ADD STATION LOCATION

Jments  Languageioyy! Orders

File | Station Help

Add location

Edit locations




3. Enter all of the information for the location of your operation and click next.

Add Station Location

N1Z0 hd

FN A1) I

D
-




4. US Callsigns will get drop down menus to select a State and County.

Add Station Location x|

State IEc-nnecticut :]

Court TR -




5. The final step is naming the station location. Once you have entered the
station location name (“Home” in the example), click FINISH.

Add Station Location x|

Station Data input complete

Celect or enter narme of this ckation lozation

WSHT [wISAT)
MH120 [M120)

Station Location Mame

IH o

Help |

4 Back Fiizh Cancel




Signhing Your Log

This step assumes that you have exported an ADIF or Cabrillo log file from
your logging program. Some of the more popular logging software
programs will perform these next steps for you.

1. Select FILE > SIGN EXISTING FILE

-y

:
File Station Help
I Sign existing ADIF or Cabrillo File, . |

Create New ADIF file...
Edit existing ADIF File..

Preferences...

Exit




2. Select a station location to use for signing your log. Highlight (left click on the
call) the location and click OK

Select Station Location for Signing

Nzg-wzg ...} e

“W1IRT -WwWH15RT

o
LI k Help

Selected Station L ozation Cancel

|N12E! 0K




This Is what my station location list
looks like

File Station Help

Select Station Location for Signing

W200 -WwW200 - Manwille, Tenneszes Mew. ..
WO -W200 -Mwiall, M.
W2O00/M - 2004M Edit. .

WASAT. - WAAT - Faragut, TN USA
WASAT - WAAATS - Knowvile, TN USA
WAAAT - WiadAT) - Marvile, TH Delete
WASAT. - WAAATI Al M

Help

Selected Station Location Cancel
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3. Select the log file to sign. Click OPEN. You should use a different name for
each file to help you keep track.
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4. Next you will select the file to write to. When you electronically sign your log
you will have created a TQS8 file. This is the secure file that will be uploaded
to LoTW.

2l

Savein: |3 N120 \ | «®er B

D% \
My Recent Notice: Select File to write to.

Dozumenis

[

Desktop

o

My Documrents

Remember where you will save this file.

?_T . The file name and it is a TQS file.

My Computer

-

| e
YPIECETS  Filo name: Log March 2007 x| | __save |

4 Plzces
Save = e l TQSL compressed dala fikes | 1g8) _'J Cancal /I
7




5. You will be asked to confirm the signing. If you have more than one callsign
in your system be sure that the correct call is being used to sign the log.

TQSL - Confirm signing |
The file (Z:\Documents and SettingsinfusaroDeskbopiLoTWiMN1Z00Log. adi) will be signed using:
Call sign: M1Z0)

DxCC UMITED STATES OF AMERICS
1= this carrect?




6. You have the option of entering a date range for QSOs to be uploaded. You

can |leave either (or both dates) blank. If duplicate information is uploaded the
most recent upload will override the previous upload.

It is a good practice to enter the beginning date as the last date you uploaded
to LoTW.

AL =291
QSO0 Date Range x|

You may zet the starting and/or ending 50 dates
in order to select Q505 from the input file.

Q503 prior to the starting date or after the ending
date will not be signed or included in the output file,

You may leave either date [or both dates) blank.

Start Date [YYYY-MM-DD)

End Date [v"Y-MM-DD]

Ok Cancel




7. You will see the system converting your log to TQSL format and then you wiill
get a message that the TQ8 file is ready to be uploaded.

8. Log onto the LoTW website https://p1k.arrl.org/lotwuser/default

9. Select the UPLOAD FILE tab.

Log OFf

W THE wopLD™ ‘fou have 15,6 reconds

our A5 0= Uplosd File *f our Acocount

| Logbock File Upload

Hare you can upiond = log ( TOE} or catificstsquaat | TO5] dle

Tilm 1o Upload:
| Brawas..

1ipirad ils I

Hou can also submil fias v smed to |olseogaied g

Cepyright 2007 Smarian AE2ia Ry LERgLA, i2e
LALCATEL LTI 2




10. Use the browse button to locate and select your TQS file to upload.

11. Click the upload file button to upload the file. If done correctly you will
receive a message that the file is queued for processing.

If you receive a message like this:
[FILE] does not appear to be a TrustedQSL file! Processing aborted.

The chances are that you selected your log ADIF file to upload or some other
file that is not a TQS8 file.

Thank you for using
Logbook of The World



Tip for using LOoTW

A Log in to your account using the following
l i nk with Ayour <call o
iIncluded where indicated. This page Is
where you will want to go to actually do
something useful.

A https://plk.arrl.org/lotwusers/gsos?/login=yourcall&password=yourpassword







